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IPsec VPN Topology Diagram
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IPsec—toolsF|] FAEF Dtcpdump T capt

IPsec(Host to Host)MD 15 & (—pinghiémLLY)

05:(08:27. 766837 |P |eftVPN20.com > rightVPNI30, com: AH(spi=0x10e0bcc9, seq=0xc): ESP(spi=0x66814a24, seq=0xc)
05:08: 28, 766689 |eftVPN20.com > rightVPNI30, com: AH(spi=0x10e0bcc9, seq=0xd): ESP(spi=0x66814a24, seq=0xd)
05:08: 29, 766547 |leftVPN20_com > rightVPN130, com: AHisp i=[]lxl{]leﬂhcc9,seq=ﬂxe) : ESP(spi=0x66814a24 seq=0xe)
05: 08: 30, 766398 |leftVPN20. com > rightVPN130,com: AH(spi=0x10elbccY, seq=0xf): ESP(spi=0x66814a24 seq=0xf)
05: 08: 31, 766251 |eftVPN20.com > rightVPNI30,com: AH(spi=0x10elbcc9, seq=0x10): ESP(spi=0x66B814a24, seq=0x10)
05:08:32 766106 leftVPN20,. com > rightVPN130, com: AH(=pi=0x10elbcc9, seq=0x11): ESP{spi=0x66814a24 =seq=0x11)
05: 08: 33, 765960 |eftVPN20.com > rightVPNI30,com: AH(spi=0x10e0bcc9, seq=0x12): ESP(spi=0x66B814a24, seq=0x12)
05:08: 34, 765814 |eftVPN20, com > rightVPN130, com: AH(spi=0x10e0bcc9, seq=0x13): ESP(spi=0x66814a24, seq=0x13)
05: (8: 35, 765669 |leftVPN20. com > rightVPN130, com: AH(spi=0x10elbcc, seq=0x14): ESP(spi=0x66814a24, seq=0x14)
05: 08: 36, 765522 |eftVPN20. com > rightVPNI30, com: AH(spi=0x10e0bcc9, seq=0x15): ESP(spi=0x66814a24, seq=0x15)
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IPsec(Host to Host)Di5& (—IE18)

05:13:34,.547033 [P |eftVPN20.com > rightVPN130,. com: AH(spi=0x10e0bcc9, seq=0x10c): ESP(spi=0x66814a24, seq=0x10c)
05:13:35,544472 |P rightVPNI30.com > leftVPN20, com: AH(spi=0x10elbcc9, seqg=0x38): ESP(spi=0x66B814a24, seq=0x38)
05:13: 35, 546880 |P |eftVPN20.com > rightWPN130, com: AH(spi=0x10elbcc9, seq=0x10d): ESP(spi=0x66814a24 seq=0x10d)
05:13: 36, 544321 |P rightVPNI30,.com » leftVPN20, com: AH(spi=0x10elbcc9, seq=0x39): ESP(spi=0x66B14a24 seq=0x39)
05:13:36, 546732 P |eftVPN20.com > rightVPN130, com: AH(spi=0x10elbcc9, seq=0x10e): ESP(spi=0x66814a24 seq=0x10e)
05:13:37.544168 |P rightVPN130,com » leftVPN20, com: AH(spi=0x10elbcc9, seq=0x3a): ESP{spi=0xb66B14a24, seq=0x3a)
05:13:37,546585 |P |eftVYPN20.com > rightVPN130, com: AH(spi=0x10elbcc9, seq=0x10f): ESP(spi=0x66814a24,K seq=0x10f)
0G:13: 38 544016 [P rightVPNI30. com > leftVPN20, com: AH(spi=0x10elbce9, seq=0x3b): ESP(spi=0xB6ER14a24, seq=0x3b)
05:13: 38, 546439 |P |eftVPN20D.com > rightVPN130, com: AH(spi=0x10elbcc9, seq=0x110): ESP(=pi=0xE6814a24 seq=0x110)
05:13: 39, 543865 |P rightVPNI30.com » leftVPNZ0. com: AH(spi=0x10elbcc9, seq=0x3c): ESP(spi=0x66814a24, seq=0x3c)
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Openswan : Determine the Tunnel Stat

s [IKE Section : Defines the various encrypted key exchange
algorithms and their parameters.

Phase 1 parameters

m ESP Section : Defines the various data encryption
algorithms and their parameters.

Phase 2 parameters

m VPN Section : This is usually prefaced by the name of the
VPN tunnel , in this case “net—-to—net”



The “ipsec auto —status” command provides a status

Openswan running on vpn device

000 algorithm ESP encrypt: id=2, name=ESP_DES, ivlien=8, keysizemin=564, keysizemax=64

000 algorithm ESP encrypt: id=3, name=ESP_3DES, ivlen=8, keysizemin=192, keysizemax=192

000 algorithm ESP encrypt: id=7, name=ESP_BLOWFISH, ivlen=8, keysizemin=40, keysizemax=448

000 algorithm ESP encrypt: id=11, name=ESP_NULL, ivlen=0, keysizemin=0, keysizemax=0

000 algorithm ESP encrypt: id=12, name=ESP_AES, ivlen=8, keysizemin=12B, keysizemax=256

000 algorithm ESP encrypt: id=252, name=ESP_SERPENT, ivlen=8, keysizemin=128, keysizemax=256
000 algorithm ESP encrypt: id=253, name=ESP_TWOFISH, ivlen=-B, keysizemin=128, keysizemax=256
000 algorithm ESP auth attr: id=1, name=AUTH_ALGOR|THM_HMAC_MDS, keysizemin=128, keysizemax=128
000 algorithm ESP auth attr: id=2, name=AUTH_ALGORITHM_HMAC_SHA1, keysizemin=160, keysizemax=160
000 algorithm ESP auth attr: id=5, name=AUTH ALGORITHM_HMAC SHA2 256, keysizemin=256, keysizemax=256
ggg algorithm ESP auth attr: id=251, name=(null), keysizemin=0, keysizemax=0

000 algorithm IKE encrypt: id=7, name=0AKLEY_AES_CBC, blocksize=16, keydeflen=128

000 algorithm |KE encrypt: id=5, name=0AKLEY_3DES CBC, blocksize=8, keydeflen=192

000 algorithm IKE hash: id=2, name=0AKLEY SHA1, hashsize=20

000 algorithm IKE hash: id=1, name=0AKLEY_MD5, hashsize=16

000 algorithm IKE dh group: i1d=2, name=0AKLEY_GROUP_MODP1024. bits=1024

000 algorithm IKE dh group: id=5, name=0AKLEY_GROUP_MODP1536, bits=1536

000 algorithm IKE dh group: id=14, name=0AKLEY_GROUP_MODP2048, bits=2048

000 algorithm IKE dh group: 1d=15, name=0AKLEY_ GROUP_MODP3072, bits=3072

000 algorithm IKE dh group: id=16, name=0AKLEY_GROUP_MODP4096, bits=4096

000 algorithm IKE dh group: id=17, name=0AKLEY GROUP_MODP&144. bits=6144

000 algorithm IKE dh group: id=18, name=0AKLEY_GROUP_MODP8192, bits=8192

000

000 states db ops.c: {curr_cnt, total cnt, maxsz} :context={0.0,0} trans={0,0,0} attrs={0,0, 0}

000

000 “packetdefault™: 0,0.0, 0/0=—==192,168, 1, 130[%myid]—192 168,11, . %opportunistic: prospective erouted: eroute owner: Z0

000 “packetdefault”: srcip=unset; dstip=unset

000 “packetdefault™: ike_life: 3600s: ipsec_|ife: 3600s: rekey _margin: 540s; rekey_fuzz: 100%: keyingtries: 3

000 “packetdefault™: policy: RSASIGHENCRYPT4+TUNNEL4PFS+DONTREKEY4+OPPORTUNISTICHfai lurePASSH IKODHrKOD: prio: 0,0; interface: ethd:
000 “packetdefault™: newest |SAKMP SA: 20; newest |Psec SA: #0:



Using RSA Keys
(Opportunistic Encryption DNS Checks)

Using Pre—Shared Keys (PSK)

[root@|eftVPN20 “]% service ipsec restart

ipsec_setup: Stopping Openswan |Psec. ..

ipsec_setup: stop ordered, but IPsec does not appear to be running!
ipsec_setup: doing cleanup anyway, ..

ipsec_setup: Starting Openswan |Psec 2.3.0...

ipsec_setup: insmod /lib/modules/2.6,10-1.741_FC3/kernel/net/key/af_key.ko
ipsec_setup: insmod /lib/modules/2.6,10-1.741_FC3/kernel/net/ipvd/ /xfrmd_tunnel ko
[root@|eftVPN20 ] ipsec verify

hecking your system to see 1f IPsec got installed and started correctly:

ersion check and ipsec on-path [OK]
Linux Openswan U2,3,0/K2,.6,10-1,741_FC3 (netkey)

hecking for |Psec support in kernel

hecking for RSA private key (/etc/ipsec,secrets)

hecking that pluto i1s running

wo or more interfaces found, checking |P forwarding
hecking NAT and MASQUERADEing

hecking for "ip command

hecking for 'iptables' command

hecking for "setkey' command for NETKEY IPsec stack support
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pportunistic Encryption DNS checks:
Looking for TXT in forward dns zone: |eftVPN20,com [MISSING]
Does the machine have at least one non-private address? [FAILED]

T R Ll



